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DETAILED ACTION 

Information Disclosure Statement 
The information disclosure statement submitted on 1 1/15/04 has been considered by the 
Examiner and made of record in the application file. 

Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of the 
claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 

b 

evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out 
the inventor and invention dates of each claim that was not commonly owned at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 
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Claims 1, 2, 5-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over Dunnion et al. 
(U.S. Patent Application Number: 2002/0199119) in view of Eldridge et al. (U.S. Patent 
Number: 6,397,261). 

Consider claim 1; Dunnion clearly discloses a method for handling secure message 

* 

attachments for a mobile device (paragraph 128, line 1 - paragraph 139, line 20; paragraph 159, 
lines 1-6), comprising the steps of: receiving at a server a second (message) attachment provided 
within a secure message (paragraph 134, lines 7-14); wherein the secure message itself was 
received by the server as a first attachment (signature/manifest attachment) (paragraph 139, lines 
1-20); requesting the second (message) attachment at the mobile device (paragraph 137, lines 1- 
5; paragraph 159, lines 1-6); handling the secure message in order to locate within the secure 
message the second (message) attachment (paragraph 139, lines 1-20); and providing 
(displaying) the second (message) attachment to the mobile device (paragraph 139, lines 1-20; 
paragraph 159, lines 1-6). 
Except: 

Processing. 

In the same field of endeavor Eldridge clearly discloses processing (column 2, lines 26- 
30,52-63). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to incorporate the teachings of Eldridge into the method of Dunnion in 
order to provide secure document services, e.g. emailing, on a network. 

Consider claim 26; Dunnion clearly discloses an apparatus located at a computer server 
for handling secure message attachments for a mobile device, wherein the server receives a 
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secure message containing a second (message) attachment (paragraph 128, line 1 - paragraph 
139, line 20; paragraph 159, lines 1-6), comprising: a data store that stores the secure message 
and the second (message) attachment (paragraph 134, lines 7-14); wherein the secure message 
contains a secure layer such that the secure message itself is received by the sewer as a first 
attachment (signature/manifest attachment) (paragraph 82, lines 1-14; paragraph 139, lines 1-20); 
a secure message handling module that looks into the secure message through the secure layer in 
order to locate the second (message) attachment (paragraph 82, lines 1-14; paragraph 139, lines 
1-20); wherein the second (message) attachment is provided (displayed) to the mobile device 
(paragraph 139, lines 1-20; paragraph 159, lines 1-6). 
Except: 

Processing. 

In the same field of endeavor Eldridge clearly discloses processing (column 2, lines 26- 
30, 52-63). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 

i 

the invention was made to incorporate the teachings of Eldridge into the method of Dunnion in 
order to provide secure document services, e.g. emailing, on a network. 

Consider claim 29; Dunnion clearly discloses an apparatus for handling secure message 
attachments for a mobile device (paragraph 128, line 1 - paragraph 139, line 20; paragraph 159, 
lines 1-6), comprising: means for receiving a second (message) attachment provided with a 
secure message (paragraph 134, lines 7-14); wherein the secure message itself was received by 
the server as a first attachment (signature/manifest attachment) (paragraph 139, lines 1-20); 
means for handling the secure message in order to locate within the secure message the second 
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(message) attachment (paragraph 139, lines 1-20); means for providing (displayed) the second 
(message) attachment to the mobile device (paragraph 139, lines 1-20; paragraph 159, lines 1-6). 
Except: 

Processing. 

In the same field of endeavor Eldridge clearly discloses processing (column 2, lines 26- 
30, 52-63). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to incorporate the teachings of Eldridge into the method of Dunnion in 
order to provide secure document services, e.g. emailing, on a network. 

Consider claims 2 and 17; the combination above clearly discloses that the secure 
message is structured according to a security scheme such that the secure message is handled as 
an attachment by the server (Dunnion, paragraph 71, lines 1-13; paragraph 128, line 1 - 
paragraph 139, line 20). 

Consider claim 5; the combination above clearly discloses that the security scheme is a 
Secure Multipurpose Internet Mail Extensions (S/MIME) scheme (Dunnion, paragraph 78, lines 
1-11). 

Consider claims 6-11, 16, 28; the combination above clearly discloses that the secure 
message is structured such that a secure layer has been added to the message and the second 

♦ 

attachment (Dunnion, paragraph 82, lines 1-14; paragraph 139, lines 1-20). 

Consider claim 12; the combination above clearly discloses that the second attachment is 
selected from the group consisting of: a textual document, word processing document, audio file, 
image file, or video file (Eldridge, column 2, lines 19-30). 
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Consider claims 13-15; the combination above clearly discloses that the secure message 
without the second attachment is sent from the server to the mobile device, wherein the second 
attachment is provided to the mobile device based upon the mobile device requesting the second 
attachment (Eldridge, column 2, lines 22-63). 

Consider claim 18; the combination above clearly discloses that the server provides an 
indication (fill relevant fields) to the mobile device that the secure message has the second 
attachment, wherein the indication is used by the mobile device to indicate to the mobile device's 
user that the secure message has the second attachment (Dunnion, paragraph 139, lines 1-20). 

Consider claims 19-21, 27; the combination above clearly discloses that the second 
attachment is automatically provided by the server to the mobile device when the secure message 
is opened by the mobile device's user (Dunnion, paragraph 137, lines 1-5; paragraph 139, lines 1- 
20; paragraph 161, lines 1-3). 

Consider claims 22, 23, and 25; the combination above clearly discloses that the mobile 
device is a handheld wireless mobile communications device (Dunnion, paragraph 52, lines 1 
and 2). 

Consider claim 24; the combination above clearly discloses that the communication 
channel is a network, wherein the data signal is packetized data that is transmitted through a 
carrier wave across the network (Dunnion, paragraph 80, lines 3-7; paragraph 82, lines 3-14; 
paragraph 96, lines 5-15; paragraph 161, lines 1-3). 
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Claims 3 and 4 are rejected under 35 U.S.C. 103(a) as being unpatentable over Dunnion et al. 
(U.S. Patent Application Number: 2002/0199119) in view of Eldridge et al. (U.S. Patent 
Number: 6,397,261), and further in view of Kiessling et al. (U.S. Patent Number: 6,795,924). 

i 

Consider claims 3 and 4; Dunnion and Eldridge clearly disclose the claimed invention 
except that the security scheme includes a symmetric and asymmetric key scheme. 

In the same field of endeavor Kiessling clearly discloses that the security scheme 
includes a symmetric and asymmetric key scheme (column 2, lines 12-16). 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to incorporate the teachings of Kiessling into the method of Dunnion and 
Eldridge in order to provide security solutions for mobile terminals using service data. 

Conclusion 

Any response to this Office Action should be faxed to (571) 273-8300 or mailed to: 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 



Hand-delivered responses should be brought to 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Any inquiry concerning this communication or earlier communications from the 
Examiner should be directed to Joel Ajayi whose telephone number is (571) 270-1091. The 
Examiner can normally be reached on Monday-Friday from 7:30am to 5:00pm. 
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If attempts to reach the Examiner by telephone are unsuccessful, the Examiner's 
supervisor, Nick Corsaro can be reached on (571) 272-7876. The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 



system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free) or 703-305- 

3028. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist/customer service whose telephone number is (571) 272- 



2600. 



Joel Ajayi 



January 1 9, 2007 




